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DISCLAIMER
FOBSKI and FOSM’S opinions are theirs and 

theirs alone.	


!

They do NOT represent the opinions of their 
employers, past, present or future.	



Neither do their opinions constitute 
professional advice.	



!

This presentation may contain traces of IE6, 
CISSP,  APT and PCI.	



!
NB. No QSAs were harmed during the making of this presentation





From New Zealand

with 
Faiil



The Fail-abet 
with Faily the Fail Monster 
and Thought Leader Fobski



A is for....

Apple







B is for....

BitCoin









C is for....
COUNCILS,



CREDIT CARDS,


CARPARKS 



and 


CONFICKER





D was for....

DISTRIBUTE IT





D is for....





E is for....

EA GAMES



E is for....





F is for....

FLIGHT CENTRE





G is for....

G20







H is for....

HALF OF 
KOREA











Snare video!
Snare, in yer Thunderbolts! 

 By @Snare

Officially Endorsed



I is for....

INTERNET 
OF THINGS



NB. Foscam is in no way related to Fosm


Fosm would NEVER shout at a baby. Not even for the LOLs



!

say “gidday to the bidet”





J is for....

JUICE 
JACKING







K is for....

KIOSK









L is for....

LEGAL ACTION







M is for....

MALWARE


and also for METSERVICE 



(who got mangled by Malware)



A file containing JavaScript code was uploaded into 
the MetService ad database, redirecting browsers 
to a malicious website.



N is for....







O is for....
ONLINE AUCTIONS 

and  


OWASP TOP 10





P is for....

PKI





PKI Hall of Shame
* Comodo


* DigiNotor


* StartSSL


* Global Sign


* Apple


* Microsoft 



x



Q is for....

QR CODES









R is for....

RSA









S is for....

SONY



4/04/11 Anonymous Engages in Sony 
DDoS Attacks Over GeoHot PS3 Lawsuit


20/04/11 Sony PSN Offline


26/04/11 PSN Outage caused by Rebug 
Firmware


26/04/11 PlayStation Network (PSN) 
Hacked


27/04/11 Ars readers report credit card 
fraud, blame Sony


28/04/11 Sony PSN hack triggers lawsuit. 
Sony says SOE Customer Data Safe


2/05/11 Sony Online Entertainment (SOE) 
hacked. SOE Network Taken Offline


3/05/11 Sony Online Entertainment (SOE) 
issues breach notification letter


5/05/11 Sony Brings In Forensic Experts 
On Data Breaches





6/05/11 Sony Networks Lacked Firewall, Ran Obsolete Software: 
Testimony


7/05/11 Sony succumbs to another hack leaking 2,500 "old 
records"


14/05/11  Sony resuming PlayStation Network, Qriocity services


17/05/11 PSN Accounts still subject to a vulnerability


20/05/11 Phishing site found on a Sony server


21/05/11 Hack on Sony-owned ISP steals $1,220 in virtual cash 


21/05/11 Sony Music Indonesia Defaced By k4L0ng666


22/05/11 Sony BMG Greece the latest hacked Sony site


23/05/11 LulzSec leak Sony's Japanese Websites



24/05/11 Sony says hacker stole 2,000 records from Canadian 
site (Sony Erricson)


25/05/11 Sony Begins Providing ID Theft Protection for 
PlayStation Hack


2/06/11 LulzSec versus Sony Pictures


2/06/11 Sony BMG Belgium (sonybmg.be) database exposed


2/06/11 Sony BMG Netherlands (sonybmg.nl) database exposed


3/06/11 Sony Europe database leaked


5/06/11 Latest Hack Shows Sony Didn't Plug Holes


5/06/11 Sony Pictures Russia (www.sonypictures.ru) dbs leaked


6/06/11 LulzSec Hackers Post Sony Computer Entertainment 
Developer Network 



http://www.sonypictures.ru


6/06/11 LulzSec hits Sony BMG, leaks internal network maps


8/06/11 Sony Portugal latest to fall to hackers


8/06/11 Spoofing lead to fraud via shopping coupons at 
Sonisutoa / My Sony Club (Google Translation)


11/06/11 Spain Arrests 3 Suspects in Sony Hacking Case


20/06/11 SQLI on sonypictures.fr


23/06/11 Class Action Lawsuit Filed Against Sony/SCEA


28/06/11 Sony CEO asked to step down on heels of hacking fiasco


6/07/11 Hackers posts fake celebrity stories on Sony site


12/10/11 Sony Press Release: 93,000 PSN Account Passwords 
Compromised



T is for....
TARGET



and


TRUSTWAVE









Dear Faily, 
!

You could tell them the truth Faily… 
!

….but we would strongly suggest you 
don’t… 
!

<3 
Your friends at RSA/NSA



U is for....

UNEMPLOYED 
TRUCKIE





V is for....

VATICAN







W is for....

WiFI







 W is also for… 







X is for....

X-RATED







Y is for....

YIKES!!!!!!!





Z is for....

ZEUS







Security Theatre brought to you by:

The letter F


& 



the number 666



Today’s teachers:

FOBSKI


& 



FOSM



Thanks to:
* Thomas Lim


!

!

!

* SYSCAN Organisers and Crew


* the kiwicön krüe


* the assembled h@x0rs



Contact us:


